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Decision/action requested

Approval to include this solution for session key derivation for application layer N32 protection.
2
References

[S3-182257]
JOSE based protection of messages over N32-f
[S3-181937]
Draft CR on Application layer security

3
Rationale

The proposal for JOSE based protection of N32-f messages is currently missing a mechanism for deriving session keys for the AEAD algorithm used for confidentiality and integrity protection.  Here we propose a mechanism for deriving session keys using the TLS exporter function.

In our proposal we derive four CEKs (content encryption keys), a client key and a server key each for each SEPP in the connection.  This number of keys is preferred to protect against IV reuse.
When AES-GCM is the chosen algorithm we define a similar mechanism to define an IV salt (corresponding to the fixed field defined in NIST 800-38D).
We also specify which keys should be securely handled and should not leave the secure environment of the SEPP.

Note that this proposal is written in terms of changes to S3-182257, a submission to SA3-92.  However, it is not restricted to use with this formulation of the standard.
4
Detailed proposal
*** Begin Change 1 ***
2
References

[aa] 
NIST Special Publication 800-38D: "Recommendation for Block Cipher Modes of Operation: Galois Counter Mode (GCM) and GMAC".

*** Begin Change 1 ***
*** Begin Change 2 ***
13.2.2.4
Parameter negotiation for JOSE-based mechanism
If JOSE is the agreed mechanism for N32-f protection, a symmetric key, KAppSEPP shall be derived at pSEPP and cSEPP.  When TLS 1.2 is in use, this shall be extracted from the TLS master secret according to RFC 5705 [xx] and when TLS 1.3 is in use, this shall be extracted from the TLS exporter master secret according to Section 7.5 of [yy].  For the TLS exporter the optional context value shall be "CEK", the label shall be set to FFS and the length shall be set to four times the length of CEK in bytes.
When AES-GCM is the chosen JOSE algorithm, an IV parameter IVAppSEPP shall be derived at pSEPP and cSEPP using the TLS exporter.  In this case the optional context value shall be "IV", the label shall be set to FFS and the length shall be set to 16. 
Editor’s Note:  The exporter label for this usage should be registered with IANA
*** End Change 2***

*** Begin Change 3 ***

13.2.4.4
Protection using JSON Web Encryption (JWE)

Protection of reformatted HTTP messages between SEPPs shall use JSON Web Encryption (JWE) as specified in IETF RFC 7516 [xx]. All encryption methods supported by JWE are AEAD methods that encrypt and integrity protect in one single operation, and additionally can integrity protect additional data.

The dataToEncryptAndIntegrityProtect and dataToIntegrityProtect blocks hall be input to JWE as plaintext and JWE Additional Authenticated Data (AAD) respectively. The JWE AEAD algorithm generates JWE encrypted text (ciphertext) and a JWE Authentication Tag (Message Authentication Code). The ciphertext is the output from symmetrically encrypting the plaintext, while the authentication tag is a value that verifies the integrity of both the generated ciphertext and the Additional Authenticated Data.

If the dataToEncryptAndIntegrityProtect is not present in the rewritten HTTP message, the JWE plaintext shall be set to the string <TBD>. The JWE AEAD algorithm will generate ciphertext and an authentication tag, but the ciphertext will not contain meaningful information.

The Flattened JWE JSON Serialization syntax shall be used to represent JWE as a JSON object.

The session key, KAppSEPP, shared between the two SEPPs, as specified in clause 13.2.2.4, shall be used to derive the Content Encryption Key (CEK) values for the algorithm indicated in the Encryption algorithm ("enc") parameter in the JOSE header. The algorithm ("alg") parameter in the JOSE header denoting the key exchange method shall be set to "dir", i.e. "Direct use of a shared symmetric key as the CEK". 

Each SEPP shall derive four CEKs for JWE; CEK_init_cSEPP, CEK_init_pSEPP, CEK_resp_cSEPP and CEK_resp_pSEPP.  These shall be derived from KAppSEPP as defined in clause 13.2.4.4.1.  CEK_init_cSEPP and CEK_init_pSEPP shall be used as the enc parameter in JWE when the initiator of the N32-c connection is acting as the cSEPP and pSEPP respectively.  CEK_resp_cSEPP and CEK_resp_pSEPP shall used in the same manner when the SEPP which responded to the N32-c connection is performing the encryption.

Note:  The SEPP which responded to the N32-c TLS connection uses CEK_init_cSEPP and CEK_init_pSEPP to decrypt JWE messages and vice versa.

Note: Four different keys are derived to protect against IV reuse with the same key.
KAppSEPP and the keys derived from it shall be protected from physical attacks and shall not leave the secure environment of the SEPP.
When AES-GCM is the chosen JOSE algorithm, each SEPP shall derive four IV salts; IV_init_cSEPP, IV_init_pSEPP, IV_resp_cSEPP and IV_resp_pSEPP from IVAppSEPP as defined in clause 13.2.4.4.2.   The SEPP which initiated the N32-c connection shall use IV_init_cSEPP to derive the IV when CEK_init_cSEPP is in use and IV_init_pSEPP to derive the IV when CEK_init_pSEPP is in use.  The SEPP which responded to the N32-c connection shall use IV_resp_cSEPP and IV_resp_pSEPP in the same manner with CEK_resp_cSEPP and CEK_resp_pSEPP.  All IVs for AES GCM shall be constructed according to section 8.2.1 of NIST 800-38D [aa].  The fixed field shall be the IV salt and the invocation field shall be an integer counter.  
When AES-CBC HMAC-SHA is the chosen JOSE algorithm the IV shall not be generated using the same mechanism as AES-GCM and should be generated to ensure it is unpredictable. 

The 3GPP profile for supported cipher suites in the "enc" parameter is described in <TBD>. 

If AES GCM is used for AEAD the security considerations in 8.4 of [xx] shall be taken into account.  In particular, the same key shall not be used more than 232 times and an IV value shall not be used more than once with the same key.

The generated JWE object is transmitted on the N32-f interface in the payload body of a SEPP to SEPP HTTP/2 message.

13.2.4.4.1
Derivation of JWE keys
When JOSE is used for N32-f application layer protection, the JWE Content Encryption Keys shall be derived from KAppSEPP by interpreting KAppSEPP as a concatenation of the four required keys as follows.  

KAppSEPP = CEK_init_cSEPP||CEK_init_pSEPP||CEK_resp_cSEPP||CEK_resp_pSEPP
The length of each CEK is dependent on the algorithm chosen for JWE.

13.2.4.4.2
Derivation of JWE IV salts

When JOSE is used for N32-f application layer protection and AES-GCM is chosen as the content encryption algorithm, the JWE IV salts shall be derived from IVAppSEPP by interpreting IVAppSEPP as a concatenation of the four required salts as follows.  

IVAppSEPP = IV_init_cSEPP||IV_init_pSEPP||IV_resp_cSEPP||IV_resp_pSEPP

The length of each IV salt is equal to 32 bits.
*** End Change 3 ***
